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QUESTION:

A security engineer is setting up passwordless authentication for the first time.

Use the minimum set of commands to set this up and verify that it works. 

Commands cannot be reused

Commands   

scp ~/.ssh/id_rsa user@server:.ssh/authorized_keys

chmod 777 ~/.ssh/authorized_keys

ssh-keygen –t rsa

ssh root@server

chmod 644 ~/.ssh/id_rsa

ssh-copy-id –i ~/.ssh/id_rsa.pub user@server

ssh –i ~/.ssh/id_rsa user@server

SSH Client



Commands   

scp ~/.ssh/id_rsa user@server:.ssh/authorized_keys

chmod 777 ~/.ssh/authorized_keys

ssh-keygen –t rsa

ssh root@server

chmod 644 ~/.ssh/id_rsa

ssh-copy-id –i ~/.ssh/id_rsa.pub user@server

ssh –i ~/.ssh/id_rsa user@server

SSH Client

ssh-keygen –t rsa

ssh-copy-id –i ~/.ssh/id_rsa.pub user@server

ssh –i ~/.ssh/id_rsa user@server

ANSWER:
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6

QUESTION:

Select the 

appropriate attack 

and remediation 

from each drop-

down list to label the 

corresponding attack 

with its remediation

INSTRUCTIONS:

Not all attacks and 

remediation actions 

will be used.

Attack Description Target
Attack 

Identified

BEST Preventative or 

Remediation Action

An attacker sends multiple SYN packets 

from multiple sources
Web Server

The attack establishes a connection, 

which allows remote commands to be 

executed

User

The attack is self-propagating and 

compromises a SQL database using well-

known credentials as it moves through the 

network

Database 

Server

The attacker uses hardware to remotely 

monitor a user’s input activity to harvest 

credentials

Executive

The attacker embeds hidden access in an 

internally developed application that 

bypasses account login

Application
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Attack Identified BEST Preventative or Remediation Action

Botnet

RAT

Logic Bomb

Backdoor

Virus

Spyware

Worm

Adware

Ransomware

Keylogger

Phishing

Enable DDoS protection

Patch vulnerable systems

Implement a proxy with sandboxing

Disable vulnerable services

Change the default system password

Update the cryptographic algorithm

Change the default application password

Implement 2FA using push notification

Conduct a code review

Implement application fuzzing

Implement host-based IDS

Disable remote access services

QUESTION:
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QUESTION:



Attack Description Target
Attack 

Identified

BEST Preventative or 

Remediation Action

An attacker sends multiple SYN packets from multiple sources Web Server

The attack establishes a connection, which allows remote 

commands to be executed
User

The attack is self-propagating and compromises a SQL database 

using well-known credentials as it moves through the network
Database Server

The attacker uses hardware to remotely monitor a user’s input 

activity to harvest credentials
Executive

The attacker embeds hidden access in an internally developed 

application that bypasses account login
Application

Botnet
Enable DDoS 

protection

RAT

Worm

Keylogger

Backdoor

Implement a host-

based IPS

Change the default 

application password

Implement 2FA using 

push notification

Conduct a code review

ANSWER:
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Datacenter Router

10.0.0.254/24

DR Router

192.168.0.254/24

Firewall 1

Firewall  2

Firewall 3

Internet

Web Server

10.0.0.1/24

Email Server

10.0.1.1/24

Web Server

192.168.0.1/24

Click on each 

firewall to do the 

following:

1. Deny cleartext 

web traffic.

2. Ensure secure 

management 

protocols 

are used. 

3.  Resolve issues

at the DR site.

The ruleset order 

cannot be 

modified due to 

outside 

constraints.

QUESTION:



Firewall 1

Rule Name Source Destination Service Action

DNS Rule

HTTPS Outbound

Management

HTTPS Inbound

HTTP Inbound

QUESTION:



14

QUESTION:



Firewall 2

Rule Name Source Destination Service Action

DNS Rule

HTTPS Outbound

Management

HTTPS Inbound

HTTP Inbound

QUESTION:
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QUESTION:



Firewall 3

Rule Name Source Destination Service Action

DNS Rule

HTTPS Outbound

Management

HTTPS Inbound

HTTP Inbound

QUESTION:
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QUESTION:



Datacenter Router

10.0.0.254/24

DR Router

192.168.0.254/24

Firewall 1

Firewall  2

Firewall 3

Internet

Web Server

10.0.0.1/24

Email Server

10.0.1.1/24

Web Server

192.168.0.1/24

Click on each 

firewall to do the 

following:

1. Deny cleartext 

web traffic.

2. Ensure secure 

management 

protocols 

are used. 

3.  Resolve issues

at the DR site.

The ruleset order 

cannot be 

modified due to 

outside 

constraints.

QUESTION:



Firewall 1

Rule Name Source Destination Service Action

DNS Rule 10.0.0.1/24 ANY DNS Permit

HTTPS Outbound 10.0.0.1/24 ANY HTTPS Permit

Management ANY 10.0.0.1/24 SSH Permit

HTTPS Inbound ANY 10.0.0.1/24 HTTPS Permit

HTTP Inbound ANY 10.0.0.1/24 HTTP Deny

ANSWER:



Firewall 2

Rule Name Source Destination Service Action

DNS Rule 10.0.1.1/24 ANY DNS Permit

HTTPS Outbound 10.0.1.1/24 ANY HTTPS Permit

Management ANY 10.0.1.1/24 SSH Permit

HTTPS Inbound ANY 10.0.1.1/24 HTTPS Permit

HTTP Inbound ANY 10.0.1.1/24 HTTP Deny

ANSWER:



Firewall 3

Rule Name Source Destination Service Action

DNS Rule 192.168.0.1/24 ANY DNS Permit

HTTPS Outbound 192.168.0.1/24 ANY HTTPS Permit

Management ANY 192.168.0.1/24 SSH Permit

HTTPS Inbound ANY 192.168.0.1/24 HTTPS Permit

HTTP Inbound ANY 192.168.0.1/24 HTTP Deny

ANSWER:
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QUESTION:



Destination IP   Port Protocol ActionSource IP    

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.

5

App Server

192.168.10.

4

Mail Server 

192.168.10.

2

Financial 

Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

1

2

3

4

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.5

App Server

192.168.10.4

Mail Server 

192.168.10.2

Financial 

Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

Purchasing 

Server

192.168.100.18

Public Server 

Network

Secure 

Network

QUESTION:



Destination IP   Port Protocol ActionSource IP    

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.

5

App Server

192.168.10.

4

Mail Server 

192.168.10.

2

Financial 

Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

1

2

3

4

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.

5

App Server

192.168.10.

4

Mail Server 

192.168.10.

2

Financial 

Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

Purchasing 

Server

192.168.100.18

Public Server 

Network

Secure 

Network

192.168.10.2/32

192.168.10.3/32

192.168.10.4/32

192.168.10.5/32

192.168.100.10/32

192.168.100.18/32

10.10.9.12/32

10.10.9.14/32

10.10.9.16/32

10.10.9.18/32

ANY

192.168.10.2/32

192.168.10.3/32

192.168.10.4/32

192.168.10.5/32

192.168.100.10/32

192.168.100.18/32

10.10.9.12/32

10.10.9.14/32

10.10.9.16/32

10.10.9.18/32

10.10.9.0/28

Destination IP   Port (ONLY One Per 

Rule)

Protocol ActionSource IP    

ANY

TCP

UDP

Permit

Deny

QUESTION:



192.168.10.2/32

192.168.10.3/32

192.168.10.4/32

192.168.10.5/32

192.168.100.10/32

192.168.100.18/32

10.10.9.12/32

10.10.9.14/32

10.10.9.16/32

10.10.9.18/32

ANY

192.168.10.2/32

192.168.10.3/32

192.168.10.4/32

192.168.10.5/32

192.168.100.10/32

192.168.100.18/32

10.10.9.12/32

10.10.9.14/32

10.10.9.16/32

10.10.9.18/32

10.10.9.0/28

Destination IP   Port (ONLY One Per Rule) Protocol ActionSource IP    

ANY

TCP

UDP

Permit

Deny

QUESTION:



Destination IP   Port Protocol Action

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.

5

App Server

192.168.10.

4

Mail Server 

192.168.10.

2

Financial 

Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

Purchasing 

Server

192.168.100.18

1

2

3

4

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.5

App Server

192.168.10.4

Mail Server 

192.168.10.2

Financial Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

Purchasing Server

192.168.100.18

Public Server Network

Secure 

Network

1. The Accounting workstation can ONLY access the web server on the public network over the default 

HTTPS port. The accounting workstation should not access other networks.

Source IP    
QUESTION:



Destination IP   Port Protocol Action

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.

5

App Server

192.168.10.

4

Mail Server 

192.168.10.

2

Financial 

Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

Purchasing 

Server

192.168.100.18

10.10.9.12/32 192.168.10.5/32 443 TCP Permit1

2

3

4

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.5

App Server

192.168.10.4

Mail Server 

192.168.10.2

Financial Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

Purchasing Server

192.168.100.18

Public Server Network

Secure 

Network

2. The HR workstation should be restricted to communicate with the Financial server ONLY 

over the default SCP port.

Source IP    

ANSWER:



Destination IP   Port Protocol Action

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.

5

App Server

192.168.10.

4

Mail Server 

192.168.10.

2

Financial 

Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

Purchasing 

Server

192.168.100.18

10.10.9.14/32 192.168.100.10/3

2

22 TCP Permit

10.10.9.012/32 192.168.10.5/32 443 TCP Permit1

2

3

4

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.5

App Server

192.168.10.4

Mail Server 

192.168.10.2

Financial Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

Purchasing Server

192.168.100.18

Public Server Network

Secure 

Network

2.  The HR workstation should be restricted to communicate with the Financial server ONLY er the default 

SCP port.

Source IP    

ANSWER:



Destination IP   Port Protocol Action

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.

5

App Server

192.168.10.

4

Mail Server 

192.168.10.

2

Financial 

Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

Purchasing 

Server

192.168.100.18

10.10.9.14/32 192.168.100.10/3

2

22 TCP Permit

10.10.9.012/32 192.168.10.5/32 443 TCP Permit1

2

3

4

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.5

App Server

192.168.10.4

Mail Server 

192.168.10.2

Financial 

Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

Purchasing 

Server

192.168.100.18

Public Server 

Network

Secure 

Network

3. The Admin workstation should ONLY be able to access the servers on the secure network over the default 

TFTP port.

Source IP    

ANSWER:



Destination IP   Port Protocol Action

10.10.9.14/32 192.168.100.10/3

2

22 TCP Permit

10.10.9.12/32 192.168.10.5/32 443 TCP Permit1

2

10.10.9.18/32 192.168.100.18/32 69 UDP Permit

10.10.9.18/32 192.168.100.10/32 69 UDP Permit3

4

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.5

App Server

192.168.10.4

Mail Server 

192.168.10.2

Financial 

Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

Purchasing 

Server

192.168.100.18

Public Server 

Network

Secure 

Network

3. The Admin workstation should ONLY be able to access the servers on the secure network over the default 

TFTP port.

Source IP    

ANSWER:



Destination IP   Port Protocol Action

10.10.9.14/32 192.168.100.10/3

2

22 TCP Permit

10.10.9.12/32 192.168.10.5/32 443 TCP Permit1

2

10.10.9.18/32 192.168.100.18/32 69 UDP Permit

10.10.9.18/32 192.168.100.10/32 69 UDP Permit3

4

Internet

DNS Server

192.168.10.3 

Web Server

192.168.10.5

App Server

192.168.10.4

Mail Server 

192.168.10.2

Financial 

Server

192.168.100.10

Workstation Network

Administration 

10.10.9.18

Sales

10.10.9.16

Human Resources

10.10.9.14 

Accounting

10.10.9.12 

Purchasing 

Server

192.168.100.18

Public Server 

Network

Secure 

Network

3. The Admin workstation should ONLY be able to access the servers on the secure network over 

the default TFTP port.

Source IP    

ANSWER:
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The security administration has installed a new firewall 

which implements an implicit DENY policy by default.

INSTRUCTIONS -

Click on the firewall and configure it to allow ONLY the 

following communication:

✑ The Accounting workstation can ONLY access the 

web server on the public network over the default 

HTTPS port. The accounting workstation should not 

access other networks.

✑ The HR workstation should be restricted to 

communicate with the Financial server ONLY, over 

the default SCP port.

✑ The Admin workstation should ONLY be able to 

access the server on the secure network over the 

default TFTP port.

The firewall will process the rules in a top-down 

manner in order as a first match. The port number 

must be typed in and only one port number can be 

entered per rule. Type ANY for all ports.

Different VIEW of Performance Based Questions 4:
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Question



36

ANSWER:
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A newly purchased corporate WAP needs to be configured in the 

MOST secure manner possible. Please click on the below items 

on the network diagram and configure them accordingly.

• WAP

• DHCP Server

• AAA Server

• Wireless Controller

• LDAP Server

Instructions:  When you have completed the simulation, please 

select the Done button

QUESTION:



DHCP Server

IP: 192.168.60.10 /24

LDAP Server

IP: 10.10.20.20

Wireless Controller

IP: 172.28.1.30

AAA Server

IP:  192.168.1.20

Switch WAP

. Please click on the below items on the network diagram 

and configure them accordingly.

• WAP

• DHCP Server

• AAA Server

• Wireless Controller

• LDAP Server



DHCP Server

IP: 192.168.60.10 /24

LDAP Server

IP: 10.10.20.20

Wireless Controller

IP: 172.28.1.30

AAA Server

IP:  192.168.1.20

DHCP SERVER

IP:   192.168.60.10

Netmask: 255.255.255.0

DG:   192.168.60.1

Range: 10.50.7.0-10.50.8.255

DNS Servers:   192.168.30.4, 192.168.40.4

Reserved:   A1-27-CA-23-45-76-E3   

10.50.7.6

Reserved:   B3-47-A3-18-E7-7D-E2   

10.50.7.6

Domain:   corporatenet

Port:   67

Switch WAP



DHCP Server

IP: 192.168.60.10 /24

LDAP Server

IP: 10.10.20.20

Wireless Controller

IP: 172.28.1.30

AAA Server

IP:  192.168.1.20

AAA Server

IP:   192.168.1.20

Netmask:   255.255.255.0

DG: 192.168.1.1

Secret: corporatenet

Realm: wirelessnet

Port:   1812

Switch WAP



DHCP Server

IP: 192.168.60.10 /24

LDAP Server

IP: 10.10.20.20

Wireless Controller

IP: 172.28.1.30

AAA Server

IP:  192.168.1.20
WIRELESS CONTROLLER

IP:     172.28.1.30 

Netmask: 255.255.255.0

DG:   172.28.1.1

Admin User:   root

Domain:     corporatenet

WAP Key:    supersecret

Port:   1212

Switch WAP



DHCP Server

IP: 192.168.60.10 /24

LDAP Server

IP: 10.10.20.20 /24

Wireless Controller

IP: 172.28.1.30 /24

AAA Server

IP:  192.168.1.20 /24 LDAP SERVER

IP:     10.10.20.20

Netmask: 255.255.255.0

DG:   10.10.20.1

Domain:     corporatenet

Tree Name: wirelessnet

BIND Password:   secretpass

Port:   389

Switch WAP



Basic Wireless Settings Wireless Security

Wireless Network Mode Mixed

Wireless Network Name (SSID) Default

Wireless Channel 1

Wireless SSID Broadcast Enable                    Disable

WAP



Basic Wireless Settings Wireless Security

Wireless Network Mode G only

Wireless Network Name (SSID) wirelessnet

Wireless Channel 6

Wireless SSID Broadcast Enable                    Disable



Basic Wireless Settings Wireless Security

Security Mode WPA2 Enterprise

WPA Algorithms AES/CCMP

Radius Server Address 192.168.1.20

Radius Port 1812         

Shared Key corporatenet

Key Renewal Timeout 3600 seconds



DHCP Server

IP: 192.168.5.10

DG: 192.168.5.1

Domain: corporatenet

Port: 67

LDAP Server

IP: 10.10.0.30

DG: 10.10.0.1

Domain: corporatenet

Tree name: wirelessnet

Bind password: secretpass

Port: 389

Wireless Controller

IP: 172.16.10.30

DG: 172.16.10.1

Admin name: root

Admin pw: corporatenet

WAP Key: supersecret

Port: 1212

AAA Server

IP:  192.168.1.20

DG: 192.168.5.1

Secret: corporatenet

Realm: wirelessnet

Port: 1812

WAP settings

Wireless Mode (Mixed, B-Only, G-Only):

Wireless Network Name:

Wireless Channel (1 through 11):

Wireless SSID Broadcast (Enabled or Disabled):

Security Mode (WEP, WPA, WPA2):

Security Mode (PSK, Personal, Enterprise):

Algorithm (TKIP or AES):

RADIUS Server Address:

RADIUS Port:

Shared Key:

Switch WAP

G-Only

wirelessnet

6

(disabled)

WPA2

Enterprise

AES

192.168.1.20

1812

corporatenet
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You have just received some room and WiFi access control recommendations from a security

consulting company. Click on each building to bring up available security controls. Please implement

the following requirements:

The Chief Executive Officer's (CEO) office had multiple redundant security measures installed on the

door to the office. Remove unnecessary redundancies to deploy three-factor authentication, while

retaining the expensive iris render.

The Public Cafe has wireless available to customers. You need to secure the WAP with WPA and place

a passphrase on the customer receipts.

In the Data Center you need to include authentication from the "something you know" category and

take advantage of the existing smartcard reader on the door.

In the Help Desk Office, you need to require single factor authentication through the use of physical

tokens given to guests by the receptionist.

The PII Office has redundant security measures in place. You need to eliminate the redundancy while

maintaining three-factor authentication and retaining the more expensive controls.

QUESTION:



Public Cafe

Help Desk Office PII Processing Office Data Center

CEO’s Office

Question



INSTRUCTIONS:

Instructions: The original 

security controls for each 

office can be reset at 

any time by selecting the 

Reset button. 

Once you have met the 

above requirements for 

each office, select the 

Save button.

When you have 

completed the entire 

simulation, please select 

the Done button to 

submit. 

Once the simulation is 

submitted, please select 

the Next button to 

continue.



Question



ANSWER:



QUESTION:



ANSWER:



ANSWER:



ANSWER:



QUESTION:



ANSWER:
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A security administrator discovers that an attack has been completed against a node on the 

corporate network. All available logs were collected and stored.

You must review all network logs to discover the scope of the attack, check the box of the node(s) 

that have been compromised and drag and drop the appropriate actions to complete the incident 

response on the network. The environment is a critical production environment; perform the 

LEAST disruptive actions on the network, while still performing the appropriate incident 

responses.

Instructions: The web server, database server, IDS, and User PC are clickable. 

Check the box of the node(s) that have been compromised and drag and drop the appropriate 

actions to complete the incident response on the network. Not all actions may be used, and order 

is not important. If at any time you would like to bring back the initial state of the simulation, please 

select the Reset button.

When you have completed the simulation, please select the Done button to submit. Once the 

simulation is submitted, please select the Next button to continue.

QUESTION:





Database server was attacked, actions should be to capture network traffic and Chain of Custody.

Database server was attacked, actions should be to capture network traffic and Chain of Custody.





65

IDS – Actions

If possible to click on 

actions under IDS and 

capture packet; 

Also click on Hash

ANSWER:

Hash



WEB SERVER:



WEB SERVER





69

Database Server – Actions

If possible to click on actions 

under Log Capture do so 

and Also click on Hash

Click Record Time OffSet

ANSWER:

Hash

Record Time Offset





As shown by Event ID’s (4672 & 4673) show a privilege escalation exploit executed on the Database Server.

1. Capture Network Traffic

2. Record Time Offset.

3. Hash run on Logs & Network Traffic Capture.

4. Chain of Custody implemented.

ANSWER:
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Identify which employees have access to sensitive file shares

Easily differentiate between mobile devices and servers in reports

Determine if devices used by terminated employees are returned

Enforce password complexity requirements

1

4

3

2

Management Goal Control

A security administrator has been tasked with implementing controls that meet management goals. Drag and 

drop the appropriate control used to accomplish the account management goal. 

Options may be used once or not at all.

Group policy
Group-based

access control

Off-boarding 

procedures

Usage auditing 

and review

Time of day 

restrictions

Permission auditing 

and review

Standard naming 

convention

QUESTION:



Identify which employees have access to sensitive file shares

Easily differentiate between mobile devices and servers in reports

Determine if devices used by terminated employees are returned

Enforce password complexity requirements

1

4

3

2

Management Goal Control

A security administrator has been tasked with implementing controls that meet management goals. Drag and 

drop the appropriate control used to accomplish the account management goal. Options may be used once or not 

at all.

Group policy
Group-based

access control

Off-boarding 

procedures

Usage auditing 

and review

Time of day 

restrictions

Permission auditing 

and review

Standard naming 

convention

Standard naming convention

Group policy

Off-boarding procedures

Permission auditing and review

ANSWER:
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Q

Leveraging the information supplied below, complete the CSR for the server to setup 

TLS (https):

• Hostname:    ws01

• Domain:        comptia.org

• IPv4:              10.1.9.50

• IPv4:              10.2.10.50

• Root:              home.aspx

• DNS CNAME: homesite

INSTRUCTIONS:

Drag the various data points to the correct locations within the CSR. Extension 

criteria belong in the left-hand column and values belong in the corresponding row in 

the right-hand column.

QUESTION:



Hostname:  ws01

Domain: comptia.org

IPv4: 10.1.9.50

IPv4: 10.2.10.50

Root: home.aspx

DNS CNAME: homesite

Extensions

extendedKeyUsage policyIdentifier

commonName subjAltName

Values

DNS Name=homesite.comptia.org

serverAuth

URL – http://homesite.comptia.org/home.aspx

ws01.comptia.org

OCSP;URL:http://ocsp.pki.comptia.org

DNS Name=*.comptia.org

clientAuth

Extension Value

Certificate Signing Request

http://homesite.comptia.org/home.aspx


Hostname:  ws01

Domain: comptia.org

IPv4: 10.1.9.50

IPv4: 10.2.10.50

Root: home.aspx

DNS CNAME: homesite

Extensions

extendedKeyUsage policyIdentifier

commonName subjAltName

Values

DNS Name=homesite.comptia.org

serverAuth

URL – http://homesite.comptia.org/home.aspx

ws01.comptia.org

OCSP;URL:http://ocsp.pki.comptia.org

DNS Name=*.comptia.org

clientAuth

Extension Value

commonName DNS Name=homesite.comptia.org

subjAltName DNS Name=*.comptia.org

extendedKeyUsage serverAuth

policyIdentifier OCSP;URL:http://ocsp.pki.comptia.org

Certificate Signing Request

ANSWER:

http://homesite.comptia.org/home.aspx
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QUESTION:



Question:

3, 



ANSWER:

3, 


